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[Abstract]

Study on the use and protection of biometric data
under EU AI Act”

Kwom II LEE™

In Europe, the development of biometric data technology and the development
of Al technology, and the violation of fundamental rights caused by the
combination of these two technologies, have been seriously considered, and
efforts have been made to create legislation to regulate them. In particular,
the Artificial Intelligence Act was proposed to the European Parliament by
the European Commission in 2021, and after more than three years of heated
discussions in European academia, politics, civil society, and member states,
the Artificial Intelligence Act was passed by the European Parliament with
an overwhelming majority in March 2024, and some provisions will be
implemented in six months, and all provisions will be implemented in 2026.
Due to the so-—called Brussels effect, it is expected to function as an Al
regulatory law with global impact like the GDPR.

One of the most significant features of the Al Act is that it seeks to strongly
regulate the processing of biometric data using Al technology. The EU clearly
recognizes the potential for mass surveillance and tracking that can arise from
the combination of biometrics and Al technologies, and the potential for serious
violations of fundamental rights such as the personality right, the right to
privacy, the right to self-determination of personal information, and the right
to equality. In particular, the Act endeavors to conceptualize new technologies
such as emotion recognition systems, biometric categorisation systems, remote
biometric identification systems, real-time remote biometric identification
systems, and post remote biometric identification systems, and based on this,

it seeks to prohibit the practices of such Al systems or classify them as

* This research was supported by Kyungpook National University Research Fund, 2023
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high-risk Al systems and strongly restrict them when AI technology and
biometric data are used in combination.

It is expected that Al technology and biometrics will be further developed
in the future, and that these technologies will be used more widely in our
lives to make our lives easier. The market for the use of these technologies
is also expected to expand tremendously, which is evident from the fact that
the Al Act is intended to regulate Al but the purpose clause clearly states
that it is intended to promote the utilization of AI and support innovation.
Therefore, the idea of ensuring our fundamental rights by prohibiting the use
of these technologies outright is no longer valid, and we need to discuss how
to minimize the adverse effects of these technologies and how to limit their
use. In this regard, the implications of European Al law are clear. The use
of these technologies will and should be expanded, and we need to find a
harmonized way to ensure that the fundamental rights of individuals are better

protected, while also reforming the legal framework to make it more flexible.

Keywords : Al Act, biometric data, real-time remote biometric identification systems,
high-risk Al systems, information privacy protection



