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26) CISA, Trusted Internet Connections (TIC) 3.0 - Cloud Use Case, 2023.



A g2 o 9]

L

R

18-

(5]

Foll A vt

IS

|

e
w

o

2=

B4 A
%) 9

kel

=1 934 (2026. 04)

[e]
o

o}

fd

of ‘Wie] Al AER

350 §

5 W N o W w R ~ % o Hy % AW TR o
o W ome T m N oWy EEN PP
e TazuEwr AT wePypld
e BT ELENM _—_dw® T ALY
Ht% B - WE&%MWW%L_@M
D I N B - .@r%w%
w2 o = i Ao o M

o o NI B L = ERRE
Fpadg  “wk_ X ZaPFexlsge
= Mo g T T T N P e
i~ =~ B o= XX —_ U ol —
T, PERTE LWy TE L o gy PR
@ M E BT R L e d Faom ™o ®T p
St el o e T el MM%EH%%%M%
J_.le_ll o =~ S T LIRS
ﬂvﬂx\@lﬂ,urbt‘wpm_/,% ﬁoﬂﬂmwﬁoxﬂﬁ%‘_fbfl
}Jm.L}_GLuAIﬂZLQI ;oﬂﬁdﬁxd.ﬂpv]o
%ﬁﬂﬁ%_ﬁﬂﬁo%uu_& %ﬂmy_ %@%ﬂ%
B ogh R _—— T R
g e TR gy, g RR®_°C
Do e W Edae® DT I o F g
< ® - zo of &R = N ST e ok oo W D e
eSS EESANE Sdd £ 54 4

T = X =
TENPor - aTL BT rgEwm
O R N A )
W ET W .%%ﬂﬂ@ﬁ%ﬁ@%mﬂﬂ%
]ﬂ_;_uxﬂ.nmoﬂrdnj. E%}ﬂWHT%ﬁﬂMﬂdl
N B o o KT NS IR SO
LEBET O CEeTN o ET T L

i N X 9 r= ) = =
xmowrﬁomonmy 7unuﬂME:ﬂ;oW%anz7nm7a%
T N N R B
ﬂﬂvwfmalﬂoﬁo%_t%fr%ﬂﬂ]7ﬂ o
B L SR I e e e N I L
AR T TEA T o L R
F W of o o o oo [ - W o W
BT o U m T T T TR ® T d
TERET FFEBRTRETER GPTHT DT A

1=

3

=13
&l

=

=

Al

L

R

at

[€)

2 FA} A

w4 Bl 9ol AT E ook

.

ol A

[e]

=

-

o
pad

sg oz o

=

=

E I
o]

e
R

B

AR AEA el ofu

d el g,

Al kel A AL
27) OECD, Regulatory Policy Outlook, 2021.




dlolel 41 wet W] we e A FUA WAt ATY 3T/ olFE 351
V. dlole] T4 Bet AAeL @8 gl 4 e Y S=

dole] T4 Hete] FHHE AR Ferie] o
A 2 A9 de 2d " Vs
At 53] MEQA FA T4 deA B akstd HolE Ea 2

F&ots H FAE wolw qiAl dutellA 22 0FS BT Q)

al

T 8

o olE 3 FES 9 Ved 29 ZAVE ok, RS tiide] A4,
s

=

2 A FowA, V&
xste] FEol 25

od
A
©
4
o
o

et

A el gz, gtAl AA delEks A AN BAsE EAlE ol§
T UTE o= AEell A AARE vhel o]l B i AA Ve dE, T
ks

A gAel T2 oash FA A A9 wstehs A A A 24 Sl
et AAHoR stepd 4 Ak olstl A oleld wA el slxstel 7
PHe FAHOR P

L BEdd 44 7% Aas Jre e @

A9 Y P NP AR 9% AuYUFS BelH - =gHez A
wate] IE fedoltt Alolul FAL AW BAGHE AL A BE o
o oolgd WAL WESZ 4AS noe] Aud sFew 4t AEAQ
A ) Bk B F43 W Aue @ 5 vk ww dely 34

e AgFHgE doly AAdd st FA REol T4
< 7, oA B, dEs 3715 (log) A4, DCAP & dlolE w@he e
ZAE A 240 OB o]y zol= BT g A 7IFo] ¥

2D
A A A=A, ok AR A ARl QAo AR gt A Aol
olagid ¢ lem, o= ©@wd Ve ™o ZAVE ofyE AREZ AA 9
7l FE2E AAse VIEoldhe oM Tad ouEs TRtk ol @ A+
< HlolE7} ol FAe] ofs] ofwl Wil M AgH=AE A&KHoR HT
s AolAd, B dide 44 7IeFY 7€ ded Ay 2249 AS
gelsta ot

ole g el Aol A= F AA e FxH e oprlsta vk
A, B2 Aol MESA ddolet=s AA ol fEshe Wb, HolH
A Bk dHelEe 353 of&S AAE 3 T4 SAE AFIH £

28) NIST, Zero Trust Architecture, SP 800-207, 2020, p. 3.



=1 934 (2026. 04)

13
o

352 §

%#7F ek

]

Y

w44

KN
=

ozt FERHAAY HYH FA uE

ot vE9a

s
5

=
T

—

2

o

el

ﬁo
o
ﬂmo
B
)

o

ged

=d 2pA)7F wskE gEA
e AdEHE, o9

o

B

] Bt

°

15

g SAHAAE oA

2. AP A

~
HO

o

g3k AY s Zwel

3}

A2 w9

2 A4

X o
-

i
ﬂ

)

A sEIE

HARHS

B

s

g A3

s
a

Joll whe} B

pzs
&

]

I
-

7INE A

3

&
=

_?4

¢
R

Al A

A

Her

HoHolE $A]

o] 31 9]t}30

Br
Bo

ol
AL

“

@) e @ 3

518

=
=

A

e

JERSE

3]

=

o
Ho

—

]

A, A243

[e)

A|4%, 2024, 68-69H.
30) A, e =, 1261,

% Apolol it

]

I

29) A=Y, “FEIAL AR

R

]



/ ol@ 353

W

J

A
(e}

A2t A

s

EEZCEEE

s
—_

—_—

0
N

o

H

Zoltt.

A

99 7 A

a3
=
&

H A
=

o} A of

=
-

94

ANAETL o]

<
e A

R84

S

R

'5:]EH XJEE

o ofu]e, 3

al

Al

o

R

el ARHow A A A W
Aol A 7]

12l Aolzk 9 9217k qluk.

A=y HlolE

1

Fu

3D ole} 2
t}

}

O]
o

KN
=

BIN

0

M
el
n_mo
o
‘.mo
o)

o

O
=

file)

o

N
o

0

K
ol

o}

=4

o

4 8

=2
=4

_H_

y

<
=4, DCAP, ZTA

o
1

Fu

al

%
chatgpt.com

H

A}

HAel o

<

ALY Al

g 2

ko)

Aol M, dd HHw
v A ARe] Aol @A of

https://asiacloudcomputing.org/wp-content/uploads/2024/06/ ACCA-2024

NetworkSeparationInSouthKorea_KR.pdf?utm_source

T4, Albx Al

1

.

il dolE
1=

A7} At
4-6

9|

s
fe}
el

s
1=

}
sia cloud computing association, =4

2 e
3}
=
] Z

Kl
A
bp.

O

o oA 2
SRR

ol

i

O]
o

-
3
31
32)



=1 934 (2026. 04)

S}
ol

354 H

)

2]

= ol o

A =44

9

B

22

ol

J,mo

KH

1|

t}

o)
poS

o~
T

Sa5%, FA 94 1 Ag P Qo urt fd

A A A ek 3

ol

X
o
Nfo
i

= 7]

Helb A A

]

<H

Nfo

ol 4 dlo] ¥

ﬂn_wo

el

2h) 7]4Hke]

3L

g2 VDIOHE ®l==% <

Q)
=

=T

e

|

o 9

s

o

3
L

oA T

o] 2]

B o2 ftAel

g 71ee aFstell A "o, He

-
ol

0

g

ToR

1AV Aagte s Au

313

71e] 1Y A &S A

& w

g

5

gl Tt

FA FEE

i3

ahal ek ole]

712 AAZ
WE-AFE7 A 4el e F400H s a, oF dEYacte] HHo)

T vk ey HTe ARA 27

SaaS 7]4F AH] 2]

=]
=

SRS

o
T

s
L

tol A e =] =9

S

o

0

70

By
e
s

plo
o

2]

QAW TG 9E doly BA =E API % Au|a @

As 71Nkl g As s diolE A Aujs A 9 YESAee] A7)

Fr}a0 o]

AA =

]

<.

} A5

R

74, A15x Al



/ ol@ 355

W

J

A
(e}

A2t A

[
ol

it

EEZCEEE

ﬂmaﬂo#aﬂ_ug.ﬁm_. of Bl X Wt S - T Mo op
I E o oF 3T ] N ol o~ (g W
e g wm ™ T T S TR ET
Mool o ®XR W Wy By e T o X
R _ T ITRT ﬂmaﬂfmlx_g oA 3T
~, 0 — Ly = ~o
Am NPz we o B D w0 ®EE
o i R S BE o T W g g .
ﬂﬁﬂw@.aﬁﬂnﬂ@ ﬁﬂ.ﬂp&ﬂrm% o ﬂﬁﬂr
S Mo oo =~ [ Ca T I e
T " s M A = CRG = .
Ko B o N o Mo N mﬂe_ﬂ‘;_whi au_xmpdr%ﬁi
LT T E Wommgm oo g led”
T e %,ﬂw %o o owr o o oy N _F o K
ieﬂ%]../lbt ) W Z,_.uAIa o ‘tl.,ﬂﬂﬂl‘l_ﬁlduﬂu _E_.ﬁTeE‘ﬂdeEﬁ
FETEwIETE H TR Sau T mwog ]
ol = K X o O — T % T e m o i 7o 0
3 ST oy TR — — o o < AN : 1 o) X
A <o 0 it 3 <
T s = X o T HE T P g o ok oy o
g X 8 ® L A L~ S Bt ST
B oo ﬁr 0 N+ Ew Jo| = oo mﬂ a_m_ oy O T 4o 5 " % L
™ g T X = = B F G I B R B
Rl L R R O A R
0 ™ —— ol T o ™ o~
,m‘_mﬁﬁlo_aaafﬁo X Zo‘_t JMM HTiﬁomvoﬁe‘w,olXkuuAl\WEﬂl
Eamoﬁﬂﬂoloﬂ,_m”nﬂ_.a MT Uﬁo_otuﬂlm%ﬂ”mu_@oﬂﬂ%mm%
2 o B %0 X w N N om om O
"o P E s e w Py sk o a G E
SR RETCy O Tmelow, Tt
TEee 2%y T k. oww P Tpga¥
~ il . TO Lt o )QJI‘I‘I
ﬁOEme_l‘uAlo,UIQLX\JIIﬂILOL Iy HT_ ‘Llﬂm‘ﬁll‘Aul;o\nIVﬂJK71r
Wolmamr ot & s’ g TVHD oL
S S R RN BT R uo%ﬂoEMuTiL,Eqﬁo%@
z ) - oy o s =R o] Fomm X
W TN T T e B oy o " oz oo e
T OPET PR T Malr W T e M W RHE WY

, 2024,

+ &
<)

k]

pud

o

&, KCMI 24-26, AFEA1d A

W

A
<!

_]
Wi, 2024.0813, 2-549, (https//www.fsc.gokr/

w2l grAek dHely $4 B AATE Aol

i

)
L
r—.

A=

=,

ol g, *

n0010101/82885)

16-17%.
A21¢ A5
36) =893,

34) FAE, “wEdAke] B A 4% 8 )
30) AT




=1 934 (2026. 04)

S}
ol

356 H

Heb AA

]

e

Nfo

I e, HolE

Hlg e '@y A A7)

ojp

57 @) weha

7}

=
=

)
I+

=

)

R

o

ks
p8i

Al gt WA HEZE 2 q-d

s

o] =4

A% wRe 749 g TRE TFA

ol

z:gl,

ol &

3
<

FhElojol sheka AZbat

3

bz

o AN A

e

H] &g

ul
=

3

] 1l

o

Hol A3

Al
f

A 7172 "oy

=i
=

Fa w7}

V.

TAH 0.2 Abo]H]m.ek

A Al =

el

Kot
Jo, ol me} F I} 9@ A TE Y

Al
o

==
K3

ol

ool 7}

O

=

, ZTAS TAH oz A AA

L
.

&

=)

TEAANA

94

2=
=

L v A2 EYAE o789 A(ZTA) =943 7]

g Bd %

% ,3D

A14028

B

2021 wmpol= AR} I

e

A ey ez ZTA

A =

s

29 oA

pZs

() 78 A9

doiah) “(b)

AEEEDE

=]
w7 5

o A140285 A)3%(A
AR EH2E o7& A (Zero Trust Architecture)

FA

3

2

37) Executive Order 14028, Improving the Nation’s Cybersecurity. 2021.



dioje] A Heh Aghof| whE ] wAle] A e AT W/ o1Bd 357

2) @A 74 2 ANz S AP LS FAskE ] A& deedat
= (OMB)#} Apolmm el 8l Q12 Bek=(CISA)S 242 "W A2 EdiE
A3 TR Ef2E A&ee 2Hl3985 LRSI o= Arve]
202437HA ZTAS GAH R FdI}EE 2Fsty, 7|#e] ok 4 94 7
AR 710l ZTA 935S Sdde=n 4s AEeA =t Never Trust)'=
AAE A=A o yEglsta oot

=] 58 A A A Hot7&e] Ay AAE dEASE A8
wHUl, F§7]#o] A&AQ AP /E utgow HAHs v|eF  #EH EA4
2 A7 9 s 278 RS FHsta gk o)y d HelM v F
¥ AHRDT &S 7E A719E FZoll 7H7ke-H, A A

II___lL
A4S A B 5 9

2) = —‘%OM 7l S HA AAAA SHE
4

é
f
o
flr
B

(1) FFIEC IT Examination Handbook®] & 2]

AF 57 B AA Y3 (FFIEC)2] TIT Examination Handbook: Information
Security Booklet, & #§7]3%¢ ARRS z2ado] 7179 YaH 7t 7%
tol 8 - dHojof & AAR o, FEA} BoE 93 #g4 - T=
A Ao AAAMES FgAor HAPdeE WS FHITL4) o] EAE AXHE

ofs

& e 24, w9, FAAA, Agud, LUHY, H2E 2 g3 43
52 AARES sa glov, gRels g 54 J1&Fue A4 - AuA
o2 WAeHA = @tk wEbA FFIEC AAE Rofige Ad4 g o

38) OMB Memorandum M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity
Principles.

39) CISA, Zero Trust Maturity Model Version 2.0. 2023.

40) FFIEC, IT Examination Handbook: Information Security Booklet, 2016.



358 Wgk=al 4937 (2026. 04)

o

}_

rie
iind

FEAH gEYHoR B

Aot

s
T 3

ofr

78 3

(2) AWM= T4 A4 2

w3l FFIECY FIT Examination Handbook: Management Booklet,= X
7l 2 BRRES| #g Aol whes] AT FAo] sAFE A kil o] AF3] ¢
B s g S AAS 11EE] dAH] US5S HAFHA F S
71 ARES 22O ZR7|E glaa dYAAE 24 2de AWd

*gatolor ot A= N 71Ee] ARE oF AA BT 7

g AWdzrt s Aesta eA, 2ga AR er 9Fo] gaHow
weE L JEAE THALR FUHAY o= Ve AR d BAE AA
TASA BowAME F87|#oR dod AT HiFEs FHsESE 3§

(3) @3 wie] FARe vm P A
el ol FEAAL dFe) B A AAL FAR O o

oA, @] MEQD PelE FHoR REAAE TASE ° wetel,
WEe SgHstel ANUAE B0 dole, A8A, Asg @ gRad 4
wrol Tl BAIE AT B4, vHe 54 webrlEd S9E Pd A9
& Bolahx gons s1% Wakol td He4el Brh A, Al Fael 7]
Fol B3 Zuel Ad ojnsk ket @] HaA Fol dvks Hel
A ABRENA AAe] Frh oleld vt FF @Fe] JRRE FANA
b gRe e 54 S ANA Holu, dold 4 nEs 4@ §
AE Feshs WHOR ATHY Bast 4SS et

1) GDPR®] dlo]E] 4 nEAH3} /)% FAA

FEAT T &

W, VEAD A 24 dadel FEwx
A

AZ B3 TAoR A= dHolg T4 Hot e HA 3 et

[

41) FFIEC, IT Examination Handbook: Management Booklet, 2015.



dioje] A Heb Aol whE ] Ale] A A A W/ o1Bd 359

(1) sFE= ALk Bt 214

GDPR AI5x+& dlolg HaAg, 52 A3, F44 2 213
= Ak, o= HelEZt - A - ol & - olw e A A dakd
A - 718 SAZF AgHolo e ovdtt. 53] A132
=

& AAGA F3 AEEe] wE HHe) 2

il
2
uy
QL
ki
N
=
ON

GDPR A2z (Al ordA) 718 “AEZHe Z2AM= Jal 7&
T(state of the art)¥ & v, Ao A4 e =g 9 54 azja
AAle] Aol Aol digk teket ted AA8E &
of, 91glel] HA3t o HoMS RASY] fF leF - we
stojof g}

Ol

(2) dlol® F

E 161—9_ o

R

Al

4

o] Al =3}
Z 9% oAF Froez 9% 3H(encryption)9F 7}

[
¥

fx

7 2] (pseudonymization) & WAISIL UTh4) o= HE oF9 7|ES WF
g3 el elgks E3HE ol e Aol ok}, dHloly A mizk=o}
AAA 7 add Fa gdvs Aol dFA deld T4 &l A4S
ZHAAL Qi oleh 22 FxE WEYA dES Y FAR AAse A
4 Bol wely BAazxow dst 2 5 9lS Aotk

2) NIS2 AE S35 A7 719 ®etAA 9] &4

2024356 A Alg® TNIS2 A% (Directive 2022/2555),432 8 A9
24 9 T8 JdHEE ddez FFAQ Atoluret 97 #e oFE F3

v 919 1w Aede s

L) AY we e FAL W
NISZ A2lEE 2ok £A9] Ae /e 54 Jl%d B9 ol¥7} ohve
BEZh Bad Apbe] Fawe 2o AU AW FEol weh AP
ag,

NIS2 A3 A21z=(Atelm Bt 919 el =2) A2d “Allde] n& =A+=

42) GDPR, Art. 32(1)(a): “the pseudonymisation and encryption of personal data.”
43) NIS2 Directive 2022/2555, 2022.
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A7MEE F§E3d Monetary Authority of Singapore, ©|3F ‘MAS')-& 2021
MAE V& B3 #E 7Fo] =22l (Technology Risk Management Guidelines,
olgf ‘TRM 7tol=u}el) < &3 w&7|1¥e ARKS 9 7|& 2=
ol #g dAdiA gt AAE A sk Ak

(1) A dste] st

AA werlA dolE meloE § slelelele Feher % A3A Auls
o) g Bl 5 FAT UAY AP DAL wsel, B4 PR vAP
Geel ozalslntt deld FAd FAlsh A9 w42 #Y Foz A
Asta qint.

47) MAS, Technology Risk Management Guidelines(TRM). 2021.
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(2) A B4 22 2 £ 93

TRM 7Fel=e}l & F§7]¢el &3 2 Ad4 Bt A& 8730
2 qrAle Adagds grett AA, volE A - WAE - A A AAHe| A
a5 2 RS AA FES B doldy 7UAdS At 4, A%
2 H2 AYTAME Astate] AR - 7]17] - Au = Ha A dFS 4
g =2 b A, e Bots st oF API 2 AI3AF Au]A AlF
2ol gk A kel AEA RUHY oFE Fagith mpA o g 74
WA Al UF AMA~E S5 A7 HUe A AAE AFA R AXEE

AT A e 54 7 S BAF Y, 2§
7ol 222 97 TS Adsta A B4 oS A9 = s A
&3 Ao S HASkL

B7b ohel, A
3 ogAR T A
2 A E A 7

71 THA A Bl dFo

theFgt Sehes Mujzel 9 APIF E8H = dd "UAE 5§ A
Sgoly A3A Haa

Hoz 543

48) MAS TRM Guidelines - Section 3 (Governance), 2021.
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[Abstract]

Normative Limitations and the Reconstruction of Network

Separation Regulations in the Transition to Data—Centric Security

LEE, Hyung-Kyun"

As digital transformation intensifies across financial, public, and private
sectors, the proliferation of cloud computing, Generative Al, SaaS, and mobile
work environments suggests that traditional boundary-based security models
are no longer sufficient. This study examines the legal and theoretical foundations
of the “Data—-Centric Security” paradigm—which shifts the unit of information
protection from spatial locations like networks or systems to the data itself —
and analyzes its structural conflicts with current network separation regulations
to propose a future-oriented redesign of the regulatory framework.

Korea's current information protection regulations are centered on “network
separation” (physical and logical isolation), a system established in response
to large—scale hacking incidents in the early 2010s. However, by prescribing
specific technical methods in legislation, these regulations conflict with the
principle of technology neutrality and create rigidity that fails to accommodate
rapid technological advancements. Notably, major data breach incidents in 2025
demonstrated that even within physically isolated environments, the absence
of data-level protection can lead to catastrophic consequences. This suggests
that current regulations, preoccupied with network boundary protection, are
losing their normative validity and security effectiveness in modern, complex
data-processing environments.

Against this backdrop, this study conducts a comparative legal analysis of
security policy shifts in major jurisdictions, including the United States, the
EU, Japan, and Singapore. The U.S. adopted Zero Trust Architecture (ZTA)
as the default model for federal agencies through Executive Order 14028,

establishing a data—and-user-centric security structure. Similarly, the EU

* Lecture, Kyungpook National University, Ph.D. in Law.
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codified a risk-based approach grounded in technology neutrality through the
GDPR and NIS2 Directive. Singapore and Japan also emphasize flexible controls
and governance based on asset importance and risk levels rather than mandating
specific technologies.

Based on these analyses, this study proposes four directions for reforming
network separation regulations from a data—centric security perspective. First,
the regulatory framework should shift toward “performance-based regulation,”
where the actual achievement of information protection levels —rather than
the adoption of specific technical means—serves as the criteria, thereby
ensuring technology neutrality. Second, a “Risk-Based Approach (RBA)”
must be institutionalized to differentiate control intensity according to data
sensitivity and business risk levels, with particular attention to the Multi—
Level Security (MLS) model in the public sector. Third, modern security
technologies such as VDI/DaaS, IAM, and data encryption/DCAP should be
formalized as legitimate “alternative controls” to enhance legal predictability
for regulated entities. Fourth, the principles of ZTA—“never trust, always
verify” —should be integrated into the legal framework to ensure precise
control over data regardless of network boundaries.

In conclusion, current network separation regulations must move beyond
regulatory inertia detached from technical reality and be redesigned into a
modern normative structure that protects the actual value and secure flow
of data. By shifting the regulatory paradigm from spatial boundaries to
information value, this study seeks to establish a legal and policy foundation
that enhances substantial cybersecurity capabilities without hindering digital

innovation.
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