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24) GDPR Official Text, Regulation (EU) 2016/679, Article 35.

25) Article 35(1) Where a type of processing in particular using new technologies, and taking
into account the nature, scope, context and purposes of the processing, is likely to
result in a high risk to the rights and freedoms of natural persons, the controller
shall, prior to the processing, carry out an assessment of the impact of the envisaged
processing operations on the protection of personal data. MEE 7]&S AF&slE 2 $-
5 XFste] NJAARE A A4, ", W 9@ 548 a3 o d AP &
Al wEet Aol =& A8S =Y tsdel e AT, NIAFEAGAE 1 A
g o) ol dAdE At NAAR B WA= FgFE Hrlsteiof o)

Article 35(3) t}3-29] %ol £3] DPIAS A A|8Fo]oF dtt)(a) a systematic and extensive
evaluation of personal aspects relating to natural persons which is based on automated
processing, including profiling, and on which decisions are based that produce legal
effects concerning the natural person or similarly significantly affect the natural
person; Z2HAH S EFG AEstE Ao 7|zste] Qe EAS AAA - FHHE
A Brvsta, o1 AR WA g3E SN TIAY ol Fae FuUld IS WA= F
$- (b) processing on a large scale of special categories of data referred to in Article
9(1), or of personal data relating to criminal convictions and offences referred to in
Article 10; GDPR A|9% A|1d9] WA T 1029 dHH348 #d A4S U2
2 AP st H$ (c)a systematic monitoring of a publicly accessible area on a large
scale. FFolAl /M FAE dtEZ AAFRE A F5

Article 35(4) The supervisory authority shall establish and make public a list of the
kind of processing operations which are subject to the requirement for a data
protection impact assessment. 72-%7]¥- DPIA A7} B3 g ade B2s 24
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3tal o] E F/Nsle] ok st} Article 35(5) The supervisory authority may also establish
and make public a list of the kind of processing operations for which no data
protection impact assessment is required. 75 7]¥-& DPIA7} FQ3l#] &2 A9
o] BEEL: AAdste] 3N & Ak

Article 35(7) Data Protection Impact Assessment, The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes
of the processing, including, where applicable, the legitimate interest pursued by the
controller;

(b) an assessment of the necessity and proportionality of the processing operations in
relation to the purposes; (c) an assessment of the risks to the rights and freedoms of
data subjects referred to in paragraph 1, and (d) the measures envisaged to address
the risks, including safeguards, security measures and mechanisms to ensure the
protection of personal data and to demonstrate compliance with this Regulation taking
into account the rights and legitimate interests of data subjects and other persons
concerned A|3532 A78 GBIt s HAS T Algo] EFHofof o) (a)dAHE Tl
AR AP A HAd0 st AAH A9y, dagh A AJNABAHA7} F73F
= A3 o] (legitimate interest)& XEF3Th (b) sl Al EHo H|Fo] AP
o4 A vEgde g FrReALZANA dFe FRFA ] At Aol g o3
7L @A ts3t7] §d X0 A3t UE. o7]d = B FEX(safeguards), H.t
X (security measures), A AR BEZ ®wAsr] 93 #H71Y= 2 GDPR =4+ 4%
o] xghEM ARFA P 7|E FAAY] A G o]eS 1 slojok gt}
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[Abstract]

A Study on Personal Data Re-identification Risks

in Public Data Disclosure and Generative Al

Toward the Introduction of an AI Data Impact Assessment”

Park Jeong In™ - Jung Hyun™

The rapid advancement of Generative Artificial Intelligence (Generative Al)
has significantly increased the value of public data while simultaneously creating
new legal risks that existing personal data protection frameworks are not fully
equipped to address. In particular, as public data are increasingly utilized as
training data for generative Al pseudonymized or de-identified data may be
combined with other datasets or analyzed through Al inference techniques,
thereby enabling the re-identification of specific individuals or organizations.
Consequently, the risk of re-identification has emerged as a critical legal
issue in the AI era. However, the current Personal Information Protection
Act primarily focuses on the security of personal information files through
the Personal Information Impact Assessment (PIA), while the Framework
Act on Artificial Intelligence mainly evaluates the impact of high-impact Al
systems on fundamental rights and freedoms. Neither framework sufficiently
addresses the risks arising from data linkage, re-identification, and Al-driven
inference.

This study aims to analyze the characteristics and legal implications of
re—identification risks associated with the disclosure of public data and the
use of generative Al, examine the limitations of existing impact assessment
systems, and propose the introduction of a new Al Data Impact Assessment

framework. To this end, the study reviews the legal framework governing

* This paper is a result of the National Research Foundation of Korea’'s Humanities and
Social Sciences Research Professor Support Program.
## Lead Author: Research Professor, AI DYNAINFO Institute, Duksung Women’s niversity,
Ph.D. in Law
k% Co—author: Visiting Professor, Department of Law, Dankook University, Ph.D. in Law
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public data disclosure and personal information protection, analyzes representative
cases —including the Sweeney case, the Netflix Prize case, the AOL Search
Log case, the New York City Taxi Dataset case, the Strava Heat Map case,
and Korean healthcare data utilization—and comparatively examines the Data
Protection Impact Assessment (DPIA) under Article 35 of the General Data
Protection Regulation (GDPR).

The findings indicate that privacy risks in the era of generative Al extend
beyond conventional data breaches to encompass data linkage, Al-based inference,
and the re-identification of individuals, groups, and organizations. These
emerging risks cannot be adequately managed under the current Personal
Information Impact Assessment or High-Impact AI Impact Assessment
systems. As public data disclosure and Al-driven data utilization continue
to expand, a more comprehensive ex ante risk management framework is
required to protect not only personal information but also organizational
information and national security interests.

Accordingly, this study proposes the introduction of an Al Data Impact
Assessment (AI-DIA), or alternatively a Re-identification Impact Assessment
(RTIA), modeled on the GDPR’s Data Protection Impact Assessment. The proposed
framework would apply to high-risk data processing activities, including public
data disclosure, the combination of pseudonymized data, and the construction
of Al training datasets. It would assess re-identification risks, data linkage
risks, Al inference capabilities, and the potential exposure of sensitive information
prior to data processing. Such a framework is expected to establish an effective
balance between public data utilization and privacy protection while contributing

to the development of a governance model suitable for the generative Al era.

Keywords : Public Data, Generative Artificial Intelligence, Personal Information
Protection, Re-identification, Al Data Impact Assessment (Al-DIA),
Re-identification Impact Assessment (RIA), Data Protection Impact
Assessment (DPIA), General Data Protection Regulation (GDPR),
Pseudonymized Data, Data Governance






